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1 Data Protection Policy - introduction 

This policy sets out how Lawford Education Ltd uses and protects any information that is 
provided to them by educational organisations such as schools.  ‘We’, ‘us’ or ‘our’ in this 
document refers to Lawford Education Ltd. ‘You’ or ‘Your’ refers to an organisation that uses 
our services. 

This policy may change from time to time but we will inform all organisations that are 
affected and give appropriate notice before implementing changes.  This policy is effective 
from 1st September 2011.  This policy is reviewed annually to ensure it remains compliant 
with evolving laws and best practices. 

Using our services constitutes your agreement to this policy and our Data Processing 
Agreement unless a separate agreement has been signed.  Our generic data processing 
agreement can be found at: 

https://www.pupilrewardpoints.co.uk/Data_Processing_AgreementBLANK.pdf 

To comply with the law, information must be collected and used fairly, stored safely and not 
disclosed to any other person unlawfully.  We comply with the UK General Data Protection 
Regulation (UK GDPR) and the Data Protection Act 2018.  Data shall: 

• Be obtained and processed fairly and lawfully and shall not be processed unless 
certain conditions are met. 

• Be obtained for a specified and lawful purpose and shall not be processed in any 
manner incompatible with that purpose. 

• Be adequate, relevant and not excessive for that purpose. 
• Be accurate and kept up to date. 
• Not be kept for longer than is necessary for that purpose. 
• Be processed in accordance with the data subject’s rights. 
• Be kept safe from unauthorised access, accidental loss or destruction. 
• Not be transferred outside the UK unless appropriate safeguards are in place (such 

as adequacy regulations or standard contractual clauses). * 

* Lawford Education Ltd does not transfer personal data outside the UK. All hosting and 
backups are located within UK data centres. 

Lawford Education Ltd acts as a data processor for all personal data provided by schools. 
Each school remains the data controller for its own data. The Managing Director is 
responsible for overseeing data protection compliance within Lawford Education Ltd. 
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2 Your Rights Under UK GDPR 
 
Data subjects have the right to: 

• access their personal data 
• request rectification 
• request erasure 
• request restriction 
• object to processing 
• request data portability 
• complain to the ICO 

 
Requests can be made to: support@pupilrewardpoints.co.uk 
 
If you are unhappy with how we handle personal data, you may lodge a complaint with the 
Information Commissioner’s Office (ICO): https://ico.org.uk/concerns 

3 What we collect 

For the most part, we only collect data that is necessary for running the system, which is in 
accordance with UK GDPR and the Data Protection Act 2018.  We may collect the following 
information. 

Data Required? Why we need it 

Student name (surname, 
forename) 

Yes Used for the management of student 
accounts and associating points data 
with each student 

Admission number Yes We use this a unique identifier. 

Year group, registration group, 
house group, class lists 

Yes This allows the system to produce 
leaderboards and it allows staff to easily 
award points to students in these 
groupings 

Attendance data No We need this if you would like to show 
a student their attendance, or award 
points automatically based on 
attendance 

Punctuality data No We need this if you would like to show 
a student their punctuality, or award 
points automatically based on 
punctuality 

Pupil Photos No We can extract pupil photos from SIMS 
so that pupil photos can be displayed to 
staff users when awarding points. 

Gender, Free School Meal 
Eligibility, Pupil Premium flag, 

No Providing this information will allow 
staff to run reports that show how 
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Data Required? Why we need it 

English as Additional Language 
flag, SEN status 

many points each of these subgroups is 
receiving. 

Achievements and behaviour data No If you use your MIS to record 
achievements and / or behaviour, we 
can import this on an automatic 
schedule to display to students or staff 

Staff name (title, forename, 
surname), teaching position 

Yes Used for the management of staff 
accounts and associating points data 
with each member of staff. Teaching 
position can also be used for access 
control. 

Student email addresses No This is required if you would like 
students to be able to retrieve their 
password using the “forgot my 
password” feature or integrate single 
sign on. 

Staff email addresses No This is required if you would like staff to 
be able to retrieve their password using 
the “forgot my password” feature.  In 
addition, staff can be sent automatic 
email notifications when events occur 
such as when rewards are claimed. Staff 
email addresses are also required to set 
up single sign on. 

Parent data (parent name, email, 
relationship, child UPN) 

No If you would like to provide separate 
user accounts for parents, we need 
basic details to allow them access to 
only their child’s data. 

Other data No You are welcome to send us additional 
data for the purpose of displaying it to 
staff or students.  This data will not be 
used for any other purpose unless 
requested. 

 

4 Lawful Bases 

Our lawful basis for processing data under Article 6 of GDPR is that we need to do so to fulfil 
our obligations under the contracts we have with schools.  The service we offer must 
process data so it can be viewed by authorised users (school staff, students and parents) 
accordingly. 
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5 Special Category Data   

Schools may choose to provide special category data (such as ethnicity, SEN status or EAL 
indicators) for reporting and statistical purposes. 

Lawford Education Ltd processes this data only on the documented instructions of the 
school, in accordance with Article 28 UK GDPR. 

The school, as data controller, determines the lawful basis for processing under Article 9. 

Where schools use this data for statistical analysis to ensure fair treatment of pupils, the 
relevant condition is typically Article 9(2)(j) (processing for statistical purposes). 

Lawford Education Ltd does not rely on consent for processing special category data. 

In addition, we may process personal data under the following lawful bases: 

• Legitimate interests – to improve our services, maintain security, and provide 
support. 

• Consent – for optional features such as marketing communications. 

• Legal obligation – where required to comply with UK law. 

6 What we do with the information we gather 

You remain the owner of your data and you can request it at any time.  We require your 
data in order to provide you with a good service and to understand your needs.  In 
particular, we use your data for: 

- Operating the system for which you have paid your subscription. 

- Internal record keeping. 

- We may use the information to improve our products and services. 

- We will only send promotional emails where the school has explicitly opted in to receive 
them, in accordance with the Privacy and Electronic Communications Regulations (PECR). 

- From time to time, we may also use your information to contact you for market research 
purposes. We may contact you by email, phone, fax or mail. We may use the information to 
customise the website according to your interests. 
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7 Retention Schedule   

Lawford Education Ltd retains personal data only for as long as necessary to fulfil the 
purposes for which it was collected, in accordance with UK GDPR Article 5(1)(e). 

Operational data (student, staff, parent data) is retained only for the duration of the 
school’s contract and is deleted within 48 hours of termination, with backups deleted after 
30 days. 

Additional retention periods for specific categories of data are set out in our Data Retention 
Schedule below. 

This schedule sets out how long each category of personal data is retained by Lawford 
Education Ltd when providing the Pupil Reward Points service. Retention periods comply 
with UK GDPR’s storage limitation principle and reflect operational, contractual, and legal 
requirements. 

6.1 Student Data 

Data Category Source / Purpose Retention 
Period 

Notes 

Student name, 
admission number, 
year group, reg group, 
house, class lists 

“Used for the 
management of student 
accounts…” 

Retained for 
duration of 
contract 

Deleted within 48 
hours of termination; 
backups deleted after 
30 days. 

Attendance & 
punctuality data 

“Show a student their 
attendance… award 
points automatically…” 

Retained for 
duration of 
contract 

Optional data; 
removed on 
termination. 

Behaviour / 
achievement points 

“We can import this 
daily…” 

Retained for 
duration of 
contract 

Mirrors school MIS; 
deleted on 
termination. 

Pupil photos “Displayed to staff users 
when awarding points.” 

Retained for 
duration of 
contract 

Deleted on 
termination. 

Special category data 
(FSM, SEN, EAL, 
ethnicity, PP flag) 

“Used for statistical 
purposes only.” 

Retained for 
duration of 
contract 

Processed only under 
controller instruction; 
deleted on 
termination. 

Student email 
addresses 

Password resets / SSO Retained for 
duration of 
contract 

Deleted on 
termination. 

6.2 Staff Data 

Data Category Purpose Retention Period Notes 
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Staff name, 
title, role 

“Management of staff 
accounts…” 

Retained for duration 
of contract 

Deleted on 
termination. 

Staff email 
addresses 

Password resets, 
notifications, SSO 

Retained for duration 
of contract 

Deleted on 
termination. 

Staff mobile 
numbers 

Optional SMS 
notifications 

Retained for duration 
of contract 

Deleted on 
termination. 

6.3 Parent Data 

Data Category Purpose Retention Period Notes 

Parent name, relationship, 
email, linked pupil ID 

Parent portal 
access 

Retained for 
duration of contract 

Deleted on 
termination. 

 

6.4 System and Security Data 

Data Category Purpose Retention 
Period 

Notes 

Audit logs (logins, 
data access events) 

Security, fraud 
prevention, breach 
investigation 

90 days Industry standard; may be 
extended if part of an 
investigation. 

Change logs (data 
modifications) 

Accountability & audit 
trail 

90 days 
 

Server logs (error 
logs, performance 
logs) 

Security & diagnostics 30–90 days 
 

Backups Disaster recovery 30 days 
 

 

6.5 Communications and Support Data 

Data Category Purpose Retention 
Period 

Notes 

Support emails Troubleshooting, audit 
trail 

Up to 2 years 
 

Deletion 
requests 

Legal compliance 6 years 
 

General 
enquiries 

Customer service 1 year Non-essential 
communications. 

 

6.6 Contractual and Administrative Data 

Data Category Purpose Retention Period Notes 
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Contracts, DPAs, service 
agreements 

Legal & financial 
record 

6 years after 
contract end 

Standard UK 
limitation period. 

Billing records Accounting 6 years Required under 
HMRC rules. 

 

6.7 Data Breach Records 

Data Category Purpose Retention 
Period 

Notes 

Incident logs, breach reports, 
containment notes 

Legal compliance 
(Articles 33–34) 

6 years 
 

 

6.8 Data Subject Requests 

Data Category Purpose Retention 
Period 

Notes 

DSAR requests, 
responses, identity 
verification 

Legal 
compliance 

3 years ICO recommends retaining 
evidence of DSAR handling. 

6.9 Data Not Retained 

• Lawford Education Ltd does not retain: 

• student data after contract termination 

• staff or parent accounts after termination 

• backups beyond 30 days 

• any data for profiling or automated decision-making 

7 Data Security 

We are committed to ensuring that your data is secure. To prevent unauthorized access or 
disclosure, we have put in place suitable physical, electronic and managerial procedures to 
safeguard and secure data.  All data is stored on servers based in London, UK. Where 
required, we ensure that data is encrypted at rest and in transit (via a suitable strength SSL 
certificate).  All data access is logged and we are working to ensure that all changes are 
logged so that an audit trail can be followed. 

7.1 Key information 

• 24 hour Manned Security, CCTV & Intruder Alarms 
• 24 hour on site Network Operations Centre (NOC) 
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• 4 x 1MW Generators 
• 0.75 kW/m² power density 
• N+1 Air Conditioning Systems 
• Dual zone fire detection & INERGEN suppression system 
• Up to 63A MCCB's within PDUs 
• Dark Fibre Capability & Diverse Fibre Entry 
• Carrier Neutral 
• 6 x 500 kVA UPS (N+1) 
• Controlled Environment - room temperature 24°C +/- 2°C 
• 0.75kW/m² cooling density 
• 12kN/m² raised floor system - 600mm void 
• Mirrored Switchgear 

7.2 Connectivity 

Details of our network and connectivity can be found by following this link which provides 
additional detail. 

• Diverse fibre routing via multiple carriers 
• Truncated internal cable network 
• Cross Connection to a number of Tier 1 carriers 
• Internal inventory systems track all cables, circuits and cross-connects 
• Scalable architecture including multiple redundant core switches and router 

7.3 Power 

Power is supplied to the data centre from diverse locations and is backed up with multiple 
standby generators. 

• 2 x 1700 KVA Generator back-up @ N+1 

• UPS system - redundant parallel formation @ N+1 

• Close control downflow air conditioning units to guarantee stable temperature and 
humidity @ N+1 

• 2 independent AC systems DX & chilled water @ N+1 

• 2.5 MVA of UPS conditioned power @ N+1 

• Diverse Power Supplies with diesel generator backup 
 

7.4 Security 

Entry & access is controlled by electronic & biometric means, and final visual check through a 
system of airlocks & secured areas. 

• Very early smoke detection apparatus (VESDA) installed 
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• Smoke detection system 

• FM200 fire suppression system 

• CCTV system covering all entrances/exits and main areas 

• 24-hour video recording 

• Full perimeter alarm 

• PAC security card access system 

• Visual verification of all persons entering the data floor 
 

For more information on how we secure data, please use the contact form on our website. 

We advise all our users to set strong passwords and provide tools to assist with choosing a 
password of an adequate strength.  However, ultimately, we cannot be held responsible for 
unauthorized access to our systems caused by your negligence.  This includes but is not 
limited to sharing usernames and passwords, allowing staff or students to set weak 
passwords, not changing the default password assigned to students or staff. 

We backup your data on a daily basis to ensure its safety.  This allows us to restore the data, 
if it becomes corrupted, is deleted or is modified without authorization. 

You are responsible for users (including staff, students) complying with your organisation’s 
own data protection policy and GDPR when using data that is taken from our website, 
especially data of a sensitive nature. 

8 Serious Incident Plan (in event of data loss or breach) 

8.1 Containment and recovery 
Where a data breach has been identified by Lawford Education Ltd, the designated data 
processor will investigate and use all appropriate resources to contain the situation by 
preventing further loss of data and / or recover lost data.  If deemed necessary, the data 
processor will inform the police of the incident. 
 
The data processor will assess the risks of the data loss, which will be determined by 
whether it involved a criminal act such as theft of data or unauthorized access, whether the 
data included sensitive data, the number of people affected, the type of people affected 
(staff, students, parents etc.), and the potential consequences for individuals. 
 

8.2 Notification of breaches 
The data processor will notify the system’s lead administrator at the school where the 
breach has taken place.  We will use the school telephone number in the first instance and 
then send an email if the administrator is unreachable.  Where possible the email will 
contain details on what occurred, when it occurred, the status of containment, what data 
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was revealed and to whom, and any recommended actions to mitigate risks associated with 
the breach. 
 
If the breach included personal data, an assessment will be made to determine the level of 
risk to data subjects affected by the breach.  The following online tool provided by the ICO 
will be used: 
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach-assessment/ 
 
If the risk is deemed to be high, the data processor will inform the ICO. 
 

8.3 Evaluation and response 
Where there has been a serious incident, we will review all associated procedures and 
security measures to minimize the likelihood of similar incidents occurring in the future. 
 
This plan has been formed via a review of the guidance of data security breach management 
provided by the ICO. 
https://ico.org.uk/media/1562/guidance_on_data_security_breach_management.pdf 
 

9 Links to other websites 

Our website may contain links to other websites of interest. However, once you have used 
these links to leave our site, you should note that we do not have any control over that 
other website. Therefore, we cannot be responsible for the protection and privacy of any 
information which you provide whilst visiting such sites and such sites are not governed by 
this data protection policy.  You should exercise caution and look at the privacy statement 
applicable to the website in question. 

10 Processing your personal information 

You may choose to restrict the collection or use of your personal information in the 
following ways: 

- If you would not like us to send promotional emails to the Administrator email address, 
you may let us know at any time by writing to or emailing us at 
support@pupilrewardpoints.co.uk. 

We will not sell, distribute or lease your personal information to third parties unless we 
have your permission or are required by law to do so.  Each third-party processor that we 
work with (i.e. Wonde / Xporter) ensures their compliance with GDPR and we welcome 
schools to contact these organisations to obtain a copy of their up-to-date GDPR / data 
processing policy. 
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11 Access to Personal Data   

Any data subject may request a copy of the personal data we hold about them under Article 
15 UK GDPR. 

We will respond within one month. 

Requests can be made by emailing support@pupilrewardpoints.co.uk. 

If you believe that any information we are holding on you is incorrect or incomplete, please 
write to or email us as soon as possible at the above address. We will promptly correct any 
information found to be incorrect. 

11.1 Data subject access requests 

We will respond to any request for an individual’s personal data by that individual, or 
organisation’s data by that organisation.   We will respond within 30 days and can provide 
information regarding what personal data is being processed, the reasons for it being 
processed and who has access to the information.  We will provide a copy of the personal 
data free of charge unless a request is manifestly unfounded or excessive, in which case a 
reasonable fee may be charged. 

We recognize data subjects’ rights under GDPR, such as the right to rectification, erasure 
(right to be forgotten), data portability, and the right to object to data processing. 

Lawford Education Ltd does not use automated decision-making or profiling as defined 
under Article 22 UK GDPR. 

Any questions or concerns should be directed to our Data Protection Lead. 
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